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extract the most probable botnet command and its associated parameters by analyzing the logs containing many samples of commands and their corresponding activities in the same or different hosts. The
detection of bots, worms, and scrapers is a complex task. First, these bots and bots are mobile and they may not stay in the same host for more than a few minutes. Second, some bots do not tell anything

about themselves and they may not even carry the same command and control (C&C) infrastructure. Third, the protocol-based analysis of a sample requires the knowledge of the botnet protocol. In addition,
the source code is an important piece of evidence that might reveal the botnet command and control (C&C) infrastructure. Therefore, the attacker's time and financial resources are not wasted on removing

sample code because the source code may still reveal some useful information. In contrast, we believe that the source code analysis provides a higher level of anonymity than the statistical analysis, so this is
the approach that we have selected for our Botorax project. Botorax has a simple detector and an advanced detector. The detector is responsible for detecting bots and worms on a sample of the web traffic.

The advanced detector targets DDoS-intensive botnets that use the null route and perform VPN tunneling to avoid being detected. The source code analysis is performed by the bot infractor, which decompiles
the malware binary and performs static analysis on it. The decompilation is performed using the Botorax decompiler, which has already been successfully used to perform binary analysis of the CryptoWall and

ZeuS malware families. Botorax is built on top of open-source tools such as the LibreOffice
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